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aw I I <|>Process
execve(‘

Makes the Linux kernel x ——— eBPF
: 79 Scheduler
programmable in a =9
Secure and effICIent int syscall__ret_execve(struct pt_regs *ctx)
{
\A/Ei}/. struct comm_event event = {

.pid = bpf_get_current_pid_tgid() >> 32,
.type = TYPE_RETURN,
};

“What JavaScript is to the

bpf_get_current_comm(&event.comm, sizeof(event.comm));

browse/’/ eBPF /S to the comm_events.perf_submit(ctx, &event, sizeof(event));

return

Linux Kernel”
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Scalable, Secure,
High Performance
CNI Plugin

Cilium
Service Mesh

Sidecar-free Mesh & Network
Ingress Observability

XN eBPF

Tetragon

Security Observability &
Runtime Enforcement
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The Origins...



Then

Cilium Design Summit,
Diavolezza, 2016 Isovalent Team.

Punt Muragl, 2022 11



-1rst Conference

C|I|um i

LinuxCon 2016, Toronto

IPv6 Only

No concept of networks

Policy decoupled from addressing
Giant flat L3

a Lk BPF - Berkley Packet Filter
Soic Wye 2re

Cilium Layer [
ode

BPF




DockerCon 2017
When everything changed

dockercon

=




2017 - First Office

APl -Aware
Networking &
Security

Kubemtes Cipomered by BPF
TR K avrsecuty s



2018
Starting to
Grow

cilium

APl-Aware
Networking &
Security




2019
Team Building

The Show
Chains
Incident,
Julier Pass




2019
Swiss Culture

Fondue,
- AirBnB,
1 Palo Alto




2021- Things get crazy..

AWS picks Cilium
Cilium joins the CNCF

(0%0)
aws

N’ Cilium
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2022 - Crazy”2

Isovalent raises $40M Series B led by Thomvest Ventures
by Ashish Nain « September 8, 2022

Isovalent announced it has closed a $40M Series B funding round led by
Thomvest Ventures. M12 (Microsoft's Venture Fund) and Grafana Labs
joined Google and Cisco as existing strategic investors in the company,
highlighting the central position that Isovalent occupies in the eBPF and
broader cloud native ecosystem. Additional investors include

m Andreessen Horowitz, Mango Capital, and Mirae Asset Capital.

QTHOMVEST G) .. Microsoft

Grafana

ANDREESSEN HOROWITZ

aloz Google "tven
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Efficient and Scalable Kubernetes CNI

e |Pv4, IPv6, NAT46, SRvG, ...
e Overlays, BGP, Cloud Provider SDNs

High-performance Load-Balancing

e Kubernetes Services
e North-South load-balancer
e Kubernetes Ingress

What s
Cilium CNI?

Network Policies & Encryption

e Kubernetes Network Policy
e Cilium Network Policy (FQDN, L7, ...)
e Transparent Encryption

Multi-Cluster & External Workloads

e Global Services, Service Discovery,
Network Policy

e Integration of Metal & VMs

e Egress Gateway

21
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Observable, secure, resilient cloud native connectivity

Observability Security

L Service Mesh J

Traffic Management Resilience

lizrice



Traditional networking is falling short

tcpdump, NetFlow, SSH, IPsec,
sklow, ... Wireguard, VPN, ..
Observability Security
App App

L Network J

Traffic Management Resilience

L4 Load-Balancing TCP retransmissions
(IPVS, iptables, ...)



Service Mesh Origins

Python App Go App

HTTP Request
Go Mesh

Library

Python Mesh
Library

v

Each application requires a service mesh library written in
the language framework of the application.



Service Mesh with Sidecars

Go

Pyth
i S Sidecar Sidecar
PP l Proxy Proxy
—p
Mesh Mesh
Library Library

Service mesh is is embedded in a proxy running outside of
the application.




Kelsey Hightower &
@kelseyhightower
service mess /'sarvas mes/
noun

1. the result of spending more compute resources than
your actual business logic dynamically generating and
distributing Envoy proxy configs and TLS certificates.

11:43 PM - Jul 13, 2019 - Twitter Web App

397 Retweets 30 Quote Tweets 1,542 Likes

lizrice



The network cost of sidecar proxies

Userspace

Service Mesh Proxy

yockets ockets

Kernel
TCP/IP

Network

Physical Network

lizrice



Removing sidecars from Service Mesh

userspace

userspace

O
B ©

.-

lizrice



O one .
888 Cilium Service Mesh

Option 1: Option 2:
Sidecar-free Istio Integration

ae,BPF + &@ envoy aegpp + J\istio + ) envoy

Control plane of your choice Observability Integrations

_%, == '. 4 Telemetry
— fluentd Grafana

Istio Ingress/ Gateway IF
Services API

31



eBPF Native Proxy

(no proxy)
App App App App
l | WeBPF I L - | Proxy J
Whenever possible When eBPF cannot do it

Traffic Management Traffic Management
- L3/L4 forwarding & Load-balancing - L7/ Load-balancing & Ingress
- Canary, Topology Aware Routing Resilience
- Multi-cluster - Retries, L7 Rate Limiting
Security Security
- Network Policy - TLS Termination & Origination
- mTLS - L7 Network Policy*
Observability

- Tracing, OpenTelemetry, & Metrics
- HTTP, TLS, DNS, TCP, UDP, ...

ISOVALENT



Metrics Events

¥ OO T

siemM fluentd
Logs Traces
o
15 e & % ) g -GO
Pod Pod
Tetragon Agent

@ < Func Calls L o Code Exec

6 Linux Kernel

Process B | . syscall ,&"
Execution @) | 7 Activity System Calls

Tetragon 2 B R S,

Security Observability & @ Stack  — Ring #’» a (0 priv N
Lo

Kernel Runtime @‘

Smart
Collector

Escalations

<7 Traces == Buffer W)/ Q> Escapes W)t Namespaces
Runtime Enforcement
Data [] o

_ HTTP,
Access  Storage &) §

]
DNS, TLS  Network

-1 CLOUD NATIVE

L=l COMPUTING FOUNDATION

ISOVALENT



LD_PRELOAD

e Standard C library, dynamically linked

Atz g e System call API
e Replace the “standard” library
LD_PRELOAD

>—- I

Kernel

syscall entry

syscall
handling

syscall exit

ISOVALENT



Syscall checks within the kernel

Kernel <

syscall entry

syscall
handling

syscall exit

_

ptrace,
seccomp,
eBPF kprobes on syscall entry

ISOVALENT



TOCTTOU with syscalls

ptrace,
seccomp,

eBPF kprobes on syscall entry

Kernel <
syscall entry
kernel copies params
svscall from userspace
Y after checks
handling For more details
e Leo DiDonato & KP Singh at CN eBPF Day 2021

syscall exit e Rex Guo & Junyuan Zeng at DEFCON 29 on Phantom

attacks

ISOVALENT



Need to make the check at the right place

Kernel < %

syscall entry
kernel copies params
from userspace

syscall after checks
handling y

syscall exit

ISOVALENT



Linux Security Modules

Kernel
v

syscall entry

syscall
handling

syscall exit

LSM API

e Stable interface
e Safe places to make checks

ISOVALENT



BPF LSM

Kernel
v

syscall entry

syscall
handling

syscall exit

LSM API

|

I eBPF

| programs
PR

|

Stable interface

Safe places to make checks
eBPF makes it dynamic
Protect pre-existing processes

ISOVALENT



BPF LSM

Kernel
v

syscall entry

syscall
handling

syscall exit

LSM API

|

I eBPF

| programs
PR

|

Stable interface
Safe places to make checks
eBPF makes it dynamic

Protect pre-existing processes

Needs kernel 5.7+

ISOVALENT



Cilium Tetragon

Kernel
v '
syscall entry :
syscall B
handling 4—'—
|
syscall exit |

eBPF
programs
—
@

eBPF makes it dynamic

Protect pre-existing processes

Uses kernel knowledge to hook into
sufficiently stable functions

Multiple co-ordinated eBPF programs
In-kernel event filtering

ISOVALENT



Reactive actions from user space

Userspace A Kernel

Rule Engine

o0
H

Exploit / malicious attempt

b

______ == == Async notification== =¢ = = @
kernel probe

R

Malicious activity continues

SIGKILL

ISOVALENT



Preventative actions from kernel

&

5
|

4 o0
! +
|
|

[} Kernel

Exploit / malicious attempt > Tetragon

= SIGKILL

ISOVALENT



Observability

Tetragon

e Deep Visibility
o System, network, protocols,
filesystem, applications, ...
e Transparent
o App agonistic
o No changes to applications
e Low-Overhead
o Minimal overhead
o Extensive filtering & aggregation
¢ Integrations

o Prometheus, Grafana, SIEM, fluentd,

OpenTelemetry, elasticsearch

Metrics

Tetragon Agent

I

Kernel Runtime @

Smart

Collector
< Stack Ring
<7 Traces Buffer

Hash
lll Metrics .I'l'l. Maps

gm

Logs Traces

4]
5% &

Events

Sy

siem fluentd

=

Lo
&

i
s, \Escapes

&

s

Qo

Pod Pod

@ < Func Calls ) o Code Exec

(:\ Linux Kernel

Process < | . syscall ﬁ‘
Execution @) | 7 Activity System Calls
k= B /7 seq <
VFS BBULN Attack  TCP/IP
(N Priv 8
@) ¥ Escalations Namespaces
(@ | « HTTP,
Storage 7 DNS, TLS  Network

ISOVALENT



Combined Network & Runtime

Process tree

@ minikube {} tenant-jobs e% crawler-69d6755789-41v2x
1 init
4300 kubelet
m crawler
18987 nice -n 19 du -x -s -B 1 /var/lib/kubelet/pod..

18987 du -x -s -B 1 /var/lib/kubelet/pods/8e3796d..

m crawler
18988 find /var/li ubelet/pods/8e3796df-71a7-46bl..
m crawler
18986 nsenter --net=/proc/17420/ns/net -F -- ip -o -4 ..
18986 ip -o -4 addr show dev eth0 scope global

m 2 » cilium-cni
2685 dockerd
2692 containerd
kube-proxy
18936 containerd-shim-runc-v2

18944 containerd-shim-runc-v2

18955 runc
18964 exe
18964 6
18964 6 init
1 (18966) node c

18 (22136) sh
18 (22136) nc

AR\

£

443

°
"‘

9200

Visibility

World

cidr:104.244.42.2/32, reserved:world

Elasticsearch

k8s:app=elasticsearch, k8s:io.cilium.k8s.policy.cluste..

api.twitter.com
cidr:104.244.42.194/32, reserved:world

egnpmupmucawhwpr.not-reverse-shell.com

ISOVALENT



TLS/SSL Visibility

TLS SNI Names

E843B2300F3B7ADD4162A34015F90CD9.sk1.us-west-2.eks.amazonaw
qithub.com
helm.isovalent.com

objects.aithubusercontent.com
aithub-releases.aithubusercontent.com
aws.aithub.io

quay.io
isovalent-logs-alpo-2.s3.us-west-2.amazonaws.com
raw.aithubusercontent.com
autoscaling.us-west-2.amazonaws.com
bitnami-labs.aithub.io

kubernetes-sias.aithub.io

\ !
" AR A

E843B2300F3B7ADD4162A34015F90CD9.sk1.us-west-2.eks.amazonaw

— autoscaling.us-west-2.amazonaws.com

TLS Handshakes

— aws.github.io

bitnami-labs.github.io

ec2.us-west-2.amazonaws.com elasticloadbalancing.us-west-2.amazonaws.com

— github-releases.githubusercontent.com

github.com

helm.isovalent.com

— api.snapcraft.io

dev-64187274.okta.com
ghcer.io

ISOVALENT



Observing DNS, HTTP, TCP, ...

#
m
m
m
m
m
m
m
m
| ]
m
m
m
|
Lils]
m
m
m
|
| L]
m
m
| ]
m
| L]
®
¥
v
|E==n]

process
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
dns
connect
http
exit
close
socket

default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod
default/test-pod

/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl
/usr/local/bin/curl

cilium.io

[cilium.io.
[cilium.i
[cilium.i
[cilium.i
[cilium.1i
[cilium.1i
[cilium.i
[cilium.1i
[cilium.i
[cilium.i
[cilium.1i
[cilium.1i
[cilium.1i
[cilium.1i
[cilium.i
[cilium.i
[cilium.i
[cilium.1i
[cilium.i
[cilium.1i
[cilium.1i
[cilium.1i
[cilium.io.
[cilium.io.

TCP 10.80.0.12:43278 => 104.198.14.52:
cilium.io GET / 301 Moved Permanently

cilium.io @

TCP 10.80.0.12:43278 => 104.198.14.52:
TCP 10.80.0.12:43278 => 104.198.14.52:

.default.svc.
.default.svc.
.default.svc.
.svc.cluster.
.svc.cluster.
.svc.cluster
.svc.cluster.
.cluster.local.]
.cluster.local.]
.cluster.local.]
.cluster.local.]
.c.cilium-dev.internal.] =>
.c.cilium-dev.internal.] =>
.c.cilium-dev.internal.] =>
.c.cilium-dev.internal.] =>
.google.internal.]
.google.internal.]
.google.internal.]
.google.internal.]
d =1

.] => [104.198.14.52]

cluster.
cluster.
cluster.
cluster.
local.]
local.]
.local.]
local.]

default.svc.

1=1
1=1

local.] =>
local.] =>
local.] =>
local.] =>

=>
=>
=>

=5

= []
= []
= []
= []

(]
(]
0

= [1]

]
]
]
0

80 [cilium.io.]
154.733717ms

80 [cilium.io.] tx 73 B rx 1.2 kB
80 [cilium.io.] tx 73 B rx 1.2 kB

ISOVALENT




Monitoring & Preventing Capabilities Abuse

n -i -p bash @

--coreutils-prog-shebang=dircolors /usr/bin/dircolors -b /etc/DIR_COLORS @®
-coreutils-prog-shebang=dircolors /usr/bin/dircolors -b /etc/DIR_COLORS a
ipc
uts
net
pid
mnt

VN

» W

-

RS

o™
>

/etc/passwd

/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd
/etc/passwd 8 bytes
/etc/passwd

ISOVALENT
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https://www.linkedin.com/company/isovalent/
https://twitter.com/isovalent
https://github.com/isovalent
https://isovalent.com/

