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Modern Data Protection
Data Center | Edge | Cloud

Disaster Recovery Monitoring and Data
Orchestration Analytics Reuse
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The State of Kubernetes



Kubernetes: Fastest Growing Infrastructure Software -
Becoming the Leading Enterprise Application Platform

iﬁﬁvb

docker

Early 2000s
Shift to Virtualization

Virtualization offers increased
flexibility and scalability.

2020+
Rise of Kubernetes

Kubernetes pulls ahead as the
de facto container orchestrator.

Pre-2000s 2015+
On-Premises Servers Shift to Containers
Servers running a single Enterprises are adopting container

application on one OS. technologies to enable fast & agile
application development.
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Kubernetes Powers Cloud Native
Globally and Growing

]
52% Backup Tools

IT orgs needing
dedicated solutions

500M New Apps

More than last 40
year combined

75% of Enterprises

Running
containerized apps

1 IDC Futurescape, 2018; 2 Gartner, 2020; 3. ESG Survey, 2020

KKASTEN
by veeam

© 2023 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.



Kubernetes - multiple benefits
but enterprises looking for help

Improved scalability .

‘ Cloud portability

Shorter deployment
time

‘ Improved developer

Kubernetes productivity

benefits

Improved availability ‘

. Cost savings

CNCF survey, 2020

© 2023 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.

Enterprise Needs

New DevOps ecosystem and
self-service

Skills
Simplicity key to scale operations

Data Protection
Kubernetes-native backup & DR
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Kasten by Veeam
Organization

o Kasten by Veeam
Organization

®

Veeam Kubernetes Business Unit

£L2Y) Team Globally distributed team of Kubernetes and Cloud Native experts
Kasten K10 by Veeam, #1 Kubernetes Backup
Product Portfolio of open source projects, including Kanister, Kubestr and Kopia

Cloud Native Enterprise

Target Markets Public Cloud & On Premises

Customers DevOps

Profiles IT Ops
Cloud Ops
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Kasten by Veeam
commitment to the ecosystem

-1 CLOUD NATIVE

kel COMPUTING FOUNDATION

PLATINUM MEMBER

Kasten is a Platinum CNCF Member and on the CNCF Governing Board

At CNCF, we represent our customers at the strategic level and in the
storage and data protection working groups

https://kanister.io/ ( ) https://kopia.io/ e

-
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https://kanister.io/
https://kopia.io/
https://kubestr.io/

Kubernetes

Backup and Mobility

D

Disaster
Recovery

Made Easy
= @)

Y &=

Backup & Application
Recovery Mobility

..........................................................................................................................................

Multi & Hybrid Polyglot Multi-Tenancy
Cloud Persistence RBAC

&

*x

/ *

»

2

Built for Kubernetes

Purpose-built for Kubernetes using cloud-
native architectural principles.

Ease of Use

State-of-the-art management interface;
cloud-native API, easy install, extensible.

End-to-End Security

Support for RBAC, OIDC, Token Auth, IAM, and
industry-standard encryption

Rich Ecosystem

Extensive support across the entire application
stack. Select the best tools or infrastructure.



Use Case
Backup & Recovery

Restore to a known good state of your application
following outage

Repair badly misconfigured applications

Provide robust backup to protect non replicated
databases

Reproduce environment states for audit compliance

Polyglot Scale &

Multitenancy
Persistence Performance
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Use Case
Disaster Recovery

Restore all application components via granular restore
capability

Use policy driven automation to manage how backups are
securely replicated to off-site storage

Enable near-zero RTO for Kubernetes workloads

Cross AZ and Multi and Hybrid Storage
Region Cloud Transforms
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Use Case
Application Mobility

Enable cross-cloud portability & migration of
applications between K8s clusters

Keep some applications and environments on premises
while running others in a cloud provider

Migrate between public and private K8s deployments
efficiently

Provide planning and understanding of K8s upgrades by
migrating applications predictably to an upgraded
cluster

Cluster Application Test/Dev
Upgrades Transforms Cluster
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Kasten by Veeam
roduct Details
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Traditional Infra-centric data management approach -
scale poorly and leave organizations exposed

Persistent Volume

Piece of storage provisioned by an administrator or dynamically provisioned using Storage Classes

ALK by o o
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Persistent Volume Claim
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—— PersistentVolumeClaim (PVC) is a request for storage by a user

- —

o '-;':-l!‘important'color:#ffffff!impo:y\: | | |
i e — Pods are the smallest deployable units of computing that you can create and manage in Kubernetes
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Services

i Lo T TARTTITY RS\ AR NENSY
/20 0 10 VA N AN

I Service is an abstraction which defines a logical set of Pods and a policy by which to access them

Config Map

API object used to store non-confidential data in key-value pairs

Secret

Object that contains a small amount of sensitive data such as a password, a token, or a key

Ingress

API object that manages external access to the services in a cluster, typically HTTP
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Traditional Infra-centric data management approach
scale poorly and leave organizations exposed

My infrastructure will take care of it

/ Data-store snapshots )( Limited stack options

X Weak consistency X Complex restore procedure

Let me put together a “quick” script

«/ Tailored to application ¥ More complex than expected

X Often tied to infrastructure X Difficult to maintain

My storage system does backups & migration

K__7
=)
KN

Amazon RDS

X No fault isolation X Lowest common denominator

X 2X management complexity X Performance cost for overlays
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Kasten by Veeam -
focus on complete application resources and persistent state

: Applications as the operational unit

Perform complete application capture
Consistent data and application resources capture

| Abstract underlying infrastructure
Seamless support for storage and data services

! Perform coordinated operations

R 7
EE
K N | Proper sequencing of resource and data operations

Amazon RDS
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How Kasten by Veeam works
Policy Driven Data Management

Automated Policies

Oasrbosrd

Policies

Set up custom and default
policies to meet your data
management needs

Policies provide automated

enforcement to help meet your
SLAs

IKASTEN
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How Kasten by Veeam works
Observability

Intuitive Ul, Feature Rich Dashboard

KASTEN
VVVVVV m

. Know the up-to-date protection
“ status of all your applications
Easy to determine if any
-J.“lmlr!:‘-:Illl.llu.lllﬂllul IIlIIIIIIIIII--IllIII-IIIlI corrective action is required

™ 0m Out-of-the-box dashboardS,
metrics and alerts
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How Kasten by Veeam works
Enhanced Extensibility

KASTEN
VVVVVV m
121.5TB

l-llllllllllllllllllll IIllIlIIIIIII.-IllIlI-lII'l
Job Durations @ : @ L

e arei reteed srttacts
89 2,254,722

© 2023 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.

Minimize time for new deployments,
easily select best tools for the task

Easily integrates tools of choice in
operational Kubernetes
environments

Complete support across
environments, including data
services, monitoring and alert

IKASTEN
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Kanister framework

extensibility for data management workflows

( )
L g
KANISTER

Open-Source Framework ®
Developer Focused

Application-specific
data operation blueprints

Distributed Complex custom
eventually applications
consistent

systems

© 2023 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.
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Application-specific data management reci
Capture workflows as Kubernetes CRs

Data capture and manipulation primitives
Block, file, and object store building blocks

Workflow orchestration functions
Kubernetes execution and resource manipulation

Extend existing or author own blueprints
Collection of blueprints for common services

N
o o 0
\/\D/ * mongoDB R PostgreSQL
'& w §€



Kasten by Veeam + Kanister adoption spectrum ,
zero touch to deep integration

Default operations Enhanced workflows & application-specific operations
I } I
install-only annotations blueprint sidecar
No developer or Minimal deployment Author or extend Add sidecar container
application changes changes. Add custom “recipes” for to application. No core
required. Easy annotations to spec for custom application changes but enables
incremental rollout. tighter integration. and data workflows. additional

functionality.
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Clusters

= AZ

0
@)

K10 Multi-Cluster
Dashboard

&D Applications

o Non-Compliant
Applications

Filter by Name 2 clusters

CLUSTER

primary-aro

dist.kio.kasten.io/cluster-type:primary

secondary-eks

dist.kio.kasten.io/cluster-type:secondary

K10 Global Resources

Create and distribute policies
and profiles to multiple clusters
and manage multi-cluster
permissions.

Data Usage

Total Across Clusters Snapshot

459 TiB

Recent
Activity

41.6 TiB

Actions

54

APPLICATIONS POLICIES

D o

® o

0 pocs A repping-adm Vv

Object

4.3 TiB

Failed Actions

6

Completed Successfully °

ACTIONS * 1D

o 115 (27) (210 « I

0o 13 @ @0 0

Q

® Add Clusters
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< Clusters < primary-aro -

A repping-adm Vv Q

{c Cluster Settings >

E‘ Applications @ Policies o/ovo Usage & Reports

Discovered in this system [AN Managing resources Total Backup Data

115 26 46.6 TiB

0 Compliant 25 Backup Policies SR
0 Non-Compliant 0 Import Policies 2hapslots Gs1 oblectSteisas

42 TiB 5% 4 TiB 5%
115 Unmanaged 1 System Policy

Activity

7410sec _

g
5557 sec - =
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©
3705sec 5

(=1
1852 sec

Actions
0sec T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T 1
Action Durations @ —running @ — completed @) — failed
total actions completed actions failed actions skipped actions avg duration live artifacts retired artifacts
86,405 77,022 8,156 1,199 195sec 356,329 4,317,172
- YN
Actions it Filter v rage1 () ()
COMPLETED POLICY ACTIONS APPLICATIONS START e
Policy Run % k10-disaster- @ @ a Application Today, 12:57pm
run-bcxmtfgarq recovery-policy DURATION
5 mins, 52 secs
\‘ COMPLETED POLICY ACTIONS APPLICATIONS

START
N L . [ 2 B P I o Gn | oot S N g—

L il PRSP b EE oy JOURELER



Kasten by Veeam — User Experience

"Everything should be made as simple as possible, but not simpler.” — Albert Einstein

INSTALL ON ANY PLATFORM WITH HELM OR AN OPERATOR
CONFIGURE LOCATION PROFILE(S) AND ENABLE K10 DISASTER RECOVERY
CREATE A POLICY AND PROTECT ANY KUBERNETES BASED APPLICATION

EXPORT TO AN OBJECTSTORE WITH OBJECT LOCK AND IMMUTABILITY ENABLED

TRANSFORM AND IMPORT INTO A DIFFERENT PLATFORM, DISTRIBUTION OR VERSION

EVERYTHING DONE VIA THE
K10 DASHBOARD, THROUGH THE K10 APl OR THE KUBECTL

© 2023 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.
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Kasten by Veeam for kubernetes data management

battle hardened for day 2 scale - :
sopra S steria

G OPENSHIFT aWs S?; B Top 3 French IT Firm
AWS EBS
54 nodes, 216 CPUs, 1.7 TB RAM 7'35 ;’ggﬁp‘:gt‘fo
173 Applications/Projects 0 X ) 100% transparent to developers

Multi-Vendor Storage: 415 Volumes, Multi-TB

({0})  USE CASEDIVERSITY

2,126 Pods (1,380 workloads) L Backup and Disaster Recovery

3,166 Secrets <:_||_:> Application Mobility (e.g., large

1411 Services o OpenShift 3.x to 4.x migration)

3,483 Image Information

768 Service Accounts

915 Configuration APPL'CAT'ON DlVERSlTY

3,484 Role Bindings coBOL php GO =

5,137 Other Components Java

18,393 Total (average 112/app) _%. PL G elastic Eﬁ redis e%
m 0 mongoDB §€ ORACLE
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Zenseact - Streamlining Backup Management SO
Accelerating Self-Driving Innovation with Kasten By Veeam T

Cha"enges

Need to innovate rapidly to keep pace with
competitors

= Moving from VMs to containers while
minimizing risk of data loss

= Required self-service capabilities to
accelerate development cycles

Results

= Saves 150 hours per month of
development time through automation

. ) ) . “Of all the enterprise solutions we considered, Kasten by Veeam was the most
= Reduces risk of data loss with policy-driven P y

capable. Of all the offerings on the market today, it's the most stable, simple to use

backups and reliable option. Kasten by Veeam includes many features out of the box that
= Supports innovation by enabling rapid we would have had to build ourselves, if we had chosen another option.”
iterations

Johan Jansson, Scrum Master and Service Owner, Zenseact

zenseact

Make it real.
© 2023 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.



How Kasten by Veeam Works :
Freedom of Choice

s s RO T | Ecosystem Focus

Amazon Elastic Apache Mongo Apache Marla MySQL Postgre Apache Microsoft

RDS Search K8ssandra Kafka saL Redis Cassandra sQL Kanister C on St ru Cted us | n g C | ou d N at |Ve

. s architectural principles following a

desired state model with declarative

-_—
r \ control.
\ Yl J > A o Q5 |<AST=N
@ mﬁ%ﬁﬂ. O ” 9 (O) O —— Extensive support for ecosystem
- gl — e . Ezfefa. K3s KinD  Kubernetes |< 'o components across the entire

\ Kubernetes Distributions /
Quick to deploy and easy to use via a
( ) -of-the-art management
¢ - . O &1 Kubernetes state-o
] e <> Q f o & interface or a Cloud Native API.
w =R )—— Data Management

Amazon Amazon Amazon Azure Azure Google VMware Cinder Veeam . . .
Application-centric approach and

z

%@

application stack.

EBS EFS Blob File Storage vSphere Caph OpenStack VBR csi

. Storage Infrastructure / Platform deep integrations with relational and

NoSQL databases, Kubernetes
distributions, and all clouds provides

aws V Hashicorp ) bt teams the freedom of choice without
‘ Red Hat Vault Q‘ ﬁ e ‘ I ) sacrificing operational simplicity.
. Security & Tooling ’ N ’
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Kasten by Veeam — licensing




Kasten by Veeam — Licensing Model

Free Kasten K10

Enterprise Trial

Kubernetes Distributions

License Free Free Subscription-based
License Duration Perpetual 30 days Subscription-based
Maximum Nodes 5 50 Unlimited
Data Protection Assessment - V V
Kasten Assisted Deployment - V V
Customer Support - V V
Backup and Restore V V V
Disaster Recovery Vg v v
Application Mobility Vg v v

Storage

Public Cloud Operation

On-prem Operation

Enterprise Security

Ransomware Protection

Data Features

Metadata Features

Backup, DR, Mobility Features

Operations Support Features

INSTALL

N
'(((ﬂ(((((

=((§§§(((<

© 2023 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.
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Node-based

Pricing based on number of worker nodes.

Predictable Pricing

No per-TB, per-socket, or feature pricing.

Flexible Model

Auto-scaling/metering support if needed.

KKASTEN
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Kubernetes Training
https://kubecampus.io

|

=25 CAMPUS

Learn
Kubernetes

Compete with fellow learners.
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