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You are under Attack!!!
Backup ≠ Cyber Recovery for DC, Cloud, SaaS & K8
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Businesses are under attack & they all have Security

2

Data
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Application Security

Endpoint Security

Network Security

Perimeter Security

What's your last 
defence?

“Assume Breach”
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PWC CEO Survey

Enligt ”Cyberbrott mot svenska företag” (2022) av
Sevnska handelskammaren så halkar Sverige efter i flera
säkerhets-index och hamnar på plats 15 i Europa och 26 
Globalt Källa: Global Cyber Security Index .

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstockholmshandelskammare.se%2Frapporter%2Frapport-cyberbrott-mot-svenska-foretag&data=05%7C01%7C%7C6c8ab875ba7d43b7bd8408db1a300473%7Cc047d5c1d2a6484dae6eec2bce85d023%7C0%7C0%7C638132565770328685%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=3Wc%2BKjtRdfouYXcLbxLYaKonuPo0l3cn0tq2ty7%2B6pQ%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.itu.int%2Fepublications%2Fpublication%2FD-STR-GCI.01-2021-HTM-E&data=05%7C01%7C%7C6c8ab875ba7d43b7bd8408db1a300473%7Cc047d5c1d2a6484dae6eec2bce85d023%7C0%7C0%7C638132565770328685%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=hHoWvAZYGdC8czN6Ts4hnbS1euGYPV0W7mlvdSdwN50%3D&reserved=0
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Recent attacks in the Nordics
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Challenge to keep environment secure- Lots of Patching
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Source: NIST National Vulnerability Database - June 14th 2022 (https://informationisbeautiful.net/visualizations/ransomware-attacks/)
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6

Lots of Patching

Challenge to keep environment secure
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7

Not eaiser in a Cloud Native landscape



Peter Eriksson 
Rubrik Architect Nordics

You are under Attack!!!
Backup ≠ Cyber Recovery



https://www.protocol.com/enterprise/security-zero-trust-cloudflare-zscaler
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Businesses are Under Attack

1
0

Data Backup Copies

Data and Backup are the targets“Assume Breach” 

Data
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https://www.protocol.com/enterprise/security-zero-
trust-cloudflare-zscaler
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Infrastructure Security And Data Security Together Provide Zero Trust Security

Prevention
+

Infrastructure Security

Detection Investigation

Data Security

Data 
Resilience

Data 
Observability

Data 
Remediation

12

The Next Frontier in Cybersecurity

Rubrik

Zero Trust
Security
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3

Might not be designed for threats inside 
your network
• Are the network protocols open?
• What is running windows or on insecure 

components?
• Is MFA and TOTP deployed and 

enforced?
• Is NTP secured?

Is Your DC Data an Easy Target?
Your Data Center

Search / Index
• Separate Windows 

Server
• MS SQL License
• Potential SPOF

Monitoring/Reporting
• Req’d for Monitoring
• Req’d for Reporting

Gateway Server (Replication)
• Data mover
• Move replicated data or 

archived data
• WAN Optimization

Enterprise Server
• Global View/Mgmt
• API integration point

O365 Backup Proxy
• Pull Data back over WAN
• Store all backups on-prem

Production Servers
VM

Legacy Backup Server
(Master, Catalog)

SAN

Backup Proxy
(Ingest, Mover)

• 2 cores min
• 1 core per job
• 2 GB RAM
• 12 GB for 50 jobs

Backup Storage 
Repository

Search / Index
• Separate Windows 

Server
• MS SQL License
• Potential SPOF

Monitoring/Reporting
• Req’d for Monitoring
• Req’d for Reporting

Gateway Server (Replication)
• Data mover
• Move replicated data or 

archived data
• WAN Optimization

Enterprise Server
• Global View/Mgmt
• API integration point

O365 Backup Proxy
• Pull Data back over WAN
• Store all backups on-prem

NFS/SMB

Assume 
Breach
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But we have cloud & K8?

1
4

Cloud: New Questions
● What exactly do I recover?
● Was sensitive data in scope?
● How do I ensure I don’t restore the 

malware?
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Assume 
Breach
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Legacy vs Rubrik
Legacy – Insecure 

Production Servers
VM

Legacy Backup Server
(Master, Catalog)

SAN

Backup Proxy
(Ingest, Mover)

• 2 cores min
• 1 core per job
• 2 GB RAM
• 12 GB for 50 jobs

Backup Storage 
Repository

Search / Index
• Separate Windows 

Server
• MS SQL License
• Potential SPOF

Monitoring/Reporting
• Req’d for Monitoring
• Req’d for Reporting

Gateway Server (Replication)
• Data mover
• Move replicated data or 

archived data
• WAN Optimization

Enterprise Server
• Global View/Mgmt
• API integration point

O365 Backup Proxy
• Pull Data back over WAN
• Store all backups on-prem

NFS/SMB

Rubrik Arhchitectural Security - Air Gap

SAN

Production Servers
VM

Secure communication and an immutable file system 
ensures data in Rubrik can never be tampered with 

directly over the network

Rubrik

X

Are your data a easy target?
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Distributed, Masterless, Scale-Out Architecture

Distributed filesystem

Master-less cluster
Self-healing architecture

Cloud-scale

API-first
architecture

2U/4Node
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Rubrik Data Resilience (Bunker-in-box)

17

Intelligent Data Lock – so they can’t destroy it

Intelligent recycle-bin holds all data for 7+ days 
beyond last admin action

Secure your data from insider threats or ransomware with air-gapped, immutable, 
access-controlled backups

Retention Lock – so they can’t disrupt backups

Two-person approval needed to change retention 
policies

Access Control at Every Level – so they 
can’t access it

Granular RBAC and mandatory, natively enforced
MFA and TOTP

Logical Air Gap - so they can’t find it

Undiscoverable with NFS/SMB Network Protocols

Encryption Everywhere – so they can’t see it

Strong encryption of data at-rest and data in-flight

Immutable by Design - so they can’t change it

Proprietary append-only file system that doesn’t allow 
changes/modifications
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How it Works
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Modern 
Data

Protection

Encryption 
Detection

Sensitive 
Data 

Discovery

Threat Hunt 
and 

Quarantine
Risk 

Assessment

Immutable | Air Gap

Recovery 
Testing

Cloud DC SAAS

Time Series Data and MetadataRu
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• Disaster Recovery

• Cloud Migration

• Testing (cluster updates, app updates)

Rubrik K8 Backup use cases

Consider pipeline attacks!
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Rubrik K8 Architecture Summary

§ One protection solution for all your clusters
– No more backup management on a per-cluster basis

§ Off-cluster Backup Control Plane 
– Protection should not be installed on the platform you’re protecting
– Backup agents require minimal cluster resource usage.

§ Zero-Trust, Immutable storage.
– No reliance on cloud archiving for immutable backups.

§ Policy defined through Rubrik SLAs
– No complicated job management
– Automatically protect any new namespaces in a cluster
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Rubrik Cyber Recovery 

Test Whether Your 
Cyber Recovery 

Plans Work

Conduct Forensic 
Investigations 

In Parallel to Recovery

Clone Data into 
Isolated Environments 

Faster

Restore Business 
Faster

Recover With 
Confidence

Perform Security 
Assessments Easily
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Zero Trust
Architecture

Rubrik
Zero Labs

RRT Rapid Recovery 
Team

Palo Alto
California

Raleigh 
North 

Carolina

Kansas City
Kansas

Cork
Ireland Amsterdam

Netherlands

Bangalore
India

Tokyo
Japan

Sydney
Australia
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5,000+ Customers. 100% Recovered.

FinServ Manufacturing Healthcare Government Security Education Media Technology Retail
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- Head of IT



Don’t Backup. Go Forward. 


