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SUSE NeuVector
Protection Without Compromise - From Dev to Production
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THE 2 MAJOR COMPONENTS OF

Supply Chain Scanning

Vulnerabilities / Compliance

Runtime Security

Network / Processes / File Protection



Copyright © SUSE 3

4 SUPPLY CHAIN SECURITY LAYERS
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CVE DATABASE SOURCES

NeuVector CVE Database is Updated via 17 Security Sources Nightly
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THE 2 MAJOR COMPONENTS OF

Runtime Security

Network / Processes / File Protection

Supply Chain Scanning

Vulnerabilities / Compliance
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RUNTIME BEHAVIORAL INSPECTION

SUSE NeuVector
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RUNTIME BEHAVIORAL INSPECTION

 K8’s Deep Packet Inspection
(PATENTED)

• Layer 3/4 Port
• Layer 7 Protocol
           +
• Processes

SUSE NeuVector
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APPLICATION PROTOCOLS RECOGNIZED 

HTTP/HTTPS MySQL RabbitMQ

SSL Redis Radius

SSH Zookeeper VoltDB

DNS Cassandra Consul

DNCP MongoDB Syslog

NTP PostgresSQL Etcd

TFTP Kafka Spark

ECHO Couchbase Apache

RTSP ActiveMQ Nginx

SIP ElasticSearch Jetty

ICMP MemCache NodeJS

gRPC Oracle
35 Layer-7 Application Protocols as 5.0.0 – May 2022
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THREATS AUTOMATICALLY DETECTED

SYN Flood ICMP Flood IP Teardrop

TCP Split Handshake Ping Death DNS Flood DDoS

Detect SSH 1, 2, or 3 Detect SSL TLS v1.0 SSL Heartbleed

HTTP Neg Content HTTP Smuggling MySQL Access Deny

TCP small window DNS Buffer Overflow DNS Null Type

DNS Zone Transfer ICMP Tunneling DNS Tunneling

SQL Injection Apache Struts RCE K8’s Man-in-the-middle

TCP Small MSS Cipher Overflow

23 Network-based Attacks as of 5.0.0 – May 2022
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RUNTIME BEHAVIORAL INSPECTION

SUSE NeuVector

DPI enables

• Automated Behavioral Learning
• Auto-Gen Security Policy
• Security as Code
• Zero-Day Countermeasures
• Unknown CVE Countermeasures
• Packet Capture
• Data Loss Prevention
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AUTOMATED BEHAVIORAL-BASED ZERO-TRUST

Identifies application behavior (Learning Mode)
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Alerts to any anomalous application behavior

AUTOMATED BEHAVIORAL-BASED ZERO-TRUST

Identifies application behavior (Learning Mode)
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Alerts to any anomalous application behavior

Denies on any anomalous application behavior

AUTOMATED BEHAVIORAL-BASED ZERO-TRUST

Identifies application behavior (Learning Mode)
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Installation typically takes:
• < 20 minutes via kubectl in Kubernetes
• < 5 minutes via helm chart

Configuration is less than 5 minutes.

POC engagements are supported by engineers!
• Installation
• Test Plans
• Operational Overview

 CI/CD automation support
 Overview / Training

Onboarding Experience
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DEVOPS PIPELINE TO PRODUCTION SECURITY

Full SDLC
Vulnerability Management

Layer 7 Application 
Micro-Segmentation

Zero-Day 
Attack Prevention Policy Automation & Behavior Baselining

Full Lifecycle 
Container 

Security Platform

Compliance / DLP
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© SUSE LLC. All Rights Reserved. SUSE and the 
SUSE logo are registered trademarks of SUSE 
LLC in the United States and other countries. 
All third-party trademarks are the property of 
their respective owners.

For more information, contact SUSE at:

+1 800 796 3700 (U.S./Canada)

Frankenstrasse 146

90461 Nürnberg

www.suse.com

Thank you


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Application Protocols Recognized
	Threats Automatically detected
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	DevOps Pipeline to Production Security
	Slide 16

