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Industry Trends




74% 85%

of organizations think traditional of companies have
and container-based applications experienced at least

E nte rp rise can be backed up the same way.* 1 ransomware attack
(they can not!) in the past year.**
Kubernetes

Data Protection

Challenges 939, 75%

of organizations think multi- of organizations indicate a skill
cloud support for container shortage in their Kubernetes
backup is important* backup and recovery teams.*

* ESG Measuring the Current State and Momentum in the Market for K8s Protection
** 2023 Veeam Data Protection Trends Report -
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Hybrid Cloud is the Standard

50%

Plan to increase
number of current
cloud providers!

12022 Microsoft Cloud Survey (Harris Poll)

97%

Agree their business
requires a mix of cloud
and on-premises
resources!

88%

Agree hybrid and/or
multi-cloud strategy
directly drives
business results!



https://blogs.microsoft.com/wp-content/uploads/prod/2022/01/Microsoft-Cloud-Survey-Results-Final.pdf

From Stateless to Stateful

Stateless applications

% ® o

9 “Cattle” Pet Sets
~._ Persistent Volumes Alpha

14%

started adopting
2+ years ago*

12021 Data on Kubernetes Report (N=502)

v1.9 v1.20
Dec. 2017 Dec. 2020

Stateful applications and capabilities

CSI GA
Operator Framework

Data Service
Maturity

StatefulSets GA
CSI Alpha

VolumeSnapshot GA

86%

started adopting
in last two
years!



https://dok.community/wp-content/uploads/2021/10/DoK_Report_2021.pdf

Kasten by Veeam Mission

Kasten's mission is: “To tackle Day 2 data protection challenges on behalf of
enterprises so that they can confidently run their applications on Kubernetes”

Backup & Disaster Application Ransomware
Restore Recovery Mobility Protection




What makes Kasten K10 unique?

Kubernetes
Native

Built for Kubernetes,
with Kubernetes

Rich Ecosystem

Support
Any Cloud, any

Kubernetes, any app,
any service

KASTeN

K10

#1
Kubernetes
Data Protection

Security
Everywhere

Enterprise-grade
Ransomware protection

Ease of Use

Intuitive user interface,
easy to install and manage




Kasten K10 Core Capabilities

Application-Centricity Observability

Policy-Driven e Enhanced

Data Protection Extensibility

Freedom of Choice Security Everywhere
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Kasten K10 Core Capabilities

Freedom of Choice

IKASTEN

( K10 w
Kubernetes Data Protection Platform

Kubernetes Distribution Storage Infrastructure

. Amazon EKS P Azure Disk xix
. Amazon RDS ¥ Cassandra @ Amazon EKS @:5 Anywhere Amazon EBS Storage £i5 Kyvemno ‘ OPA
= Azure Google ] Amazon s3 (@) ceph
. MongoDB ﬁ SQL Server i Kubernetes Kubgmetes 5, ) P ‘ Red Hat v Vault
&, BB Service (AKS) Engine i
csl aliah, Cisco
& ccccc HyperFlex
PostgresQL m MySQL 9 Digital Ocean [ HPE Ezmeral aws aws
Google DAL pE| EMC V
Cloud Storage EMC
. Kubernetes K3s -
"¢ K8ssandra @  Elasticsearch e s Infinidat
- Nutanix Mirantis = i
@ Kilberates ~w< Kubernetes wimacH Hitachi
3 . . Engine (NKE) Engine ~ simio MinIO
(@) Kanister.io % Kafka Lenovo Lenovo
gra:l: Red Hat Oracle
@ ontainer OpenShift Cloud
@ DB Engine (OKE) O nirastructare TN Net App
ma SUSE ®
Rancher /\Q/\ ¥iare Tanz zadara Zadara O Pure Storage

© 2033 RE D S A AT GEEN N AR AL SRR 78 A1 S PERSELR R gy opertyof thelr respective ouners.

Broad workload coverage across
Cloud, Virtual, Physical, SaaS and

. Kubernetes environments

'Monitoring and alerts for

extended observability

‘Backup, recover and migrate

from among on-premises and
cloud environments
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Application Aware Backups
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Kasten K10 Core Capabilities
Application Centricity

. Applications as the Operational Unit

e Perform complete
~application capture

X 'Abétrqct underlying infrastructure

* Perform coordinated operations

02033 Re S B VS AR TSN MR THRRRRu kS GRS BRERETE of (AP REGBECHR BARR oPerty of thelf respective owners. . ‘ , : Kfﬁ;ﬁ"




Database Adoption Is Leading The Way

Top Technologies Running on Containers
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Source: Datadog




Kasten Consistency Spectrum

(=)
B =

Generic Backup Crash Consistent  App Consistent Logical Backup System Consistent

Traverses live * Storage-level * Freeze data service * Logical dumps via * Full app capture
filesystem snapshot only + Storage snapshot data service-specific * Combination of tools across

Requires sidecar * Unfreeze data service tool (e.g., elasticdump) data and storage layers
container

NOT a snapshot
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But How?!

What is it?

« Kanister is an Open Source
framework developed by Kasten

Controller integrated into Kasten
deployment

Allows domain experts to capture
app-specific logic for data
management — Blueprints

Allows for shared Blueprints across
apps

Powers Kasten app consistent,
logical, and generic backup
capabilities

Want the deep dive?!

Q 2024 Veeam Saoftware. Confidential information, All rights reserved. All trgdemarks are.the property of their respective owners. I<AST=N I
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https://docs.kanister.io/

Application Mobility




Transforms

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: my-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
storageClassName: cloud-sc

:

ove, Remove,
] Test YAML

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: my-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
storageClassName: other-sc
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Transform Sets

Shared transforms for cloning, mobility, and DR

vy

IKASTeN ~ P
aws ( 5 S < 10 -
- > o - fare IBM Cloud

Any Private or 9 - o Any Private or
On- Premises -4 On- Premises
Transforms Library

CIO u d Google Cloud Platform

Cloud

Transforms apply to metadata (at restore) to apply proper networking config,
deployment replicas, storage class, and other parameters.

Create your own custom libraries that can be saved and reused to streamline
operations and ensure consistency
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Kasten K10 V6.5

Fast Paced Innovation

Improved Out-of-the-Box

Experience & Extensibility Secily

Everywhere

K o @

Ecosystem Shift Left Ecosystem
Innovations Advancements

Enterprise Ransomware
Protection

Autonomous
Operations

Scalability &
23%[2 Efficiency

Cloud Native
Expansion
Cloud Native
Integrations

6 ©

KubeCon | CloudNativeCon

North America 2023

NOVEMBER 6-9

Cloud Native Security
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Get Started with
Kasten K10 Today

Free up to
No Feature Gate...

kasten.io/free-kubernetes
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